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It’s about how you 
work.  
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This white paper is  aimed at anyone affected by 
GDPR and that is nearly everyone, worker or business 
owner. 
 
 

What is GDPR? The General Data Protection Regulations 

(GDPR) will be enforced from May 25th 2018. This 

regulation enhances the powers of the Information 

Commissioners Office (ICO) to fine companies for data 

breaches. The new fines are intended to be 

proportionate (to the breach) and dissuasive, meaning it 

is expected that the fines will be so punitive that 

companies will do everything they can to prevent a 

breach. The ICO require data privacy to be built into 

systems by design and default and any company that 

doesn’t comply will suffer punitive damages if a data 

breach occurs. 
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There are many 

companies out there 

offering to ensure 

that your systems 

are compliant with  

GDPR, and that you 

have adequate tools 

in place to prevent a 

breach. The ICO has 

made some great 

material available in 

easy reading format 

to guide companies 

in the 

implementation of 

GDPR. There are 

many white papers and articles already out there, but perhaps only 

read by a select few. Let’s be honest; data protection is one of 

those things that if you specialise in it, you really specialise in it. 

For everyone else, it’s a bit of a hard sell.  

 

What’s more, with many of the articles neatly "BuzzFeed" edited 

into '10 things you must know' and 'how GDPR is not like the DPA', 

some of the core implications of GDPR are either being neglected 

or dangerously glossed over. 
 

GDPR: It’s about how you  work 
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So what does all this mean to you? If you are a 

large company, or a public organisation, you are no doubt 

preparing feverishly for this new paradigm.   But what about the 

rest of us? SMEs, sole traders and the like? What are you doing to 

ensure that your business isn’t wiped out by a massive fine or your 

business reputation ruined by carelessness or lack of knowledge?  

 

Well, you can buy in support and systems for all those technical 

areas, but nothing bought in can protect you from the biggest threat 

to your business when it comes to GDPR compliance; your very own 

staff.  GDPR affects every company, large or small and everyone in 

it. Let’s be clear: while you may have purchased a product that helps 

you show your homework and your workings, the real key to making 

sure a hefty fine and loss of reputation doesn’t happen is your own 

people. The GDPR has the human element running all the way 

through it, and before you even look at your business and your 

customers, you need to look at your organisation. 

 
In this article, we are going to focus on what personal data is, who 

is looking after it, and their roles in protecting it. 

 

The GDPR is intended to focus businesses on the privacy of the 

data they hold and the fines are intended to concentrate minds on 

the prevention of breaches. It aims to ensure that companies 

understand the risks that they create for others when handling their 

data and to ensure that steps are taken to mitigate those risks. The 

culture of a business has to change to ensure that data is properly 

protected and risks minimised. 
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Personal data is anything that can identify the individual, so names, 

addresses, date of birth, personnel number etc. The Data Subject 

(the one who is the owner of the data, e.g. you, if you consider your 

record at your doctors surgery) now has a right to access to all their 

personal data without charge. GPs can no longer charge you for 

accessing your records, neither can anyone else.  There is also a 

strict time frame of one month for completing such requests. Got 

an HR system? Oracle CRM system? Postgress SQL Contacts 

database? Spreadsheets of team information perhaps, or maybe a 

graduate wrote something in Access that you've been using to 

manage staff? You are processing data that relates to people. Any 

one of your staff or Customers can ask what information you hold 

about them, and ask for it to be corrected, or deleted. What if you 

have shared such data with another company? Perhaps you offer 

private healthcare as a company perk or financial scheme? Do you 

hold a customer database for marketing purposes? Well,  you'll need 
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to ensure those 3rd parties tidy up the data that the individual has 

requested.  

 

As you can see from the examples above, the administrative burden 

of complying with data access requests could be difficult to 

manage. 

Personal data can be held in the cloud, in your systems, or may be 

filed the old fashioned way; it doesn’t matter, all of it is subject to 

the GDPR. 

 

 
 

  

Size  matters…. 
GDPR affects scale as well. The small enterprise of under 250 people may be able to 

state their position on data management quite clearly, but over 250 people and the rules 

change, and there is one role that the GDPR affects significantly: the Data Controller. 
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Let’s talk about the role of a Data Controller 
 
Who’d be a data controller under the GDPR? The responsibilities of 

this role are numerous and many small businesses have no 

specified person allocated this task, so it could be you! 

 

 

 

The job of a data controller is to ensure that the systems are built 

from the bottom up with privacy designed in by default. So you 

require a level of technical understanding, architectural 

understanding, systems integration understanding, and that’s just 

the data bit. What about the people accessing it? Your Data 

Controller needs to understand who is accessing personal data and 
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for what purpose, and what they are doing to it.  And this has to be 

documented of course, in case it comes under scrutiny! 

This has very serious legal consequences, so a good level of legal 

understanding is required. GDPR is a response to freeing up the use 

of cloud technologies that were previously hampered under the 

DPA, and you can bet that very well paid lawyers for the major cloud 

providers are clear on their scope as data processors (definitely not 

controllers) and where their liability starts and ends. So the Data 

Controller, in addition to having a sound legal understanding also 

needs to be skilled in supplier management when it comes to cloud 

services.  Oh, and did we mention customer management? You 

store data about your customers, after all;  a Customer Relationship 

Management tool, or a finance and billing tool with some customer 

contact data in it, Warrantee databases, Support and Maintenance  

information, hard copies of customer files, notes of name, address 

and phone number that staff take when logging a customer call. All 

are subject  to the  new regulations. 

 

Imagine a situation where a company has a system that has all the 

required checks and balances in place, data is understood, all 

processing is defined, documented and frequently audited. You may 

have ISO27001 accreditation, and so everything looks really healthy. 

But then imagine a user, short on time and needing to produce some 

data wizardry, takes an export from that system and starts to 

manipulate it. They may add some functions in, append it with 

another dataset they have and then share it with some colleagues. 
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Are the alarm 

bells ringing?  

The action is 

innocent in 

itself, but the 

consequences 

of this could 

be significant. 

This is now an 

unregistered 

data source, 

and the 

processing it 

does is 

unknown to the data controller; a risky situation to be in. It would be 

nice to think that people don’t need spreadsheets to manipulate 

data that’s already held in a corporate system, but we all know that 

it happens. 

 

The Data Controller is responsible for notifying the supervisory 

authority no later than 72 hours after the discovery of a breach, 

(unless there has been no risk to the rights and freedoms of a 

person), and expect to explain any failure to report within the 

specified timeframe to the supervisory authority. 
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In addition to all this, the Data Controller must make it possible for 

the Data Subject to access their data; that means they have to 

ensure there is a system in place to manage access requests and 

get them turned around within a month. 

 
Ultimately the Data Controller is responsible for, and must be able 

to demonstrate, compliance with accountability. That means that 

any personal data held by your business must be processed 

lawfully, fairly and in a transparent manner. It must only be 

collected for a specified, explicit and legitimate purposes. It must 

be adequate, relevant and limited to what is necessary and is 

accurate and where necessary, kept up to date. Data can only be 

retained for as long as necessary and must be processed in an 

appropriate manner to maintain security. 

 

 

What you need to do 
As a Data Controller, you need to ensure that your systems and people are compliant 

with GDPR. It is a good idea to initiate a governance framework, and start to develop a 

risk register. Audit the personal data you are storing, where it is stored (a data 

inventory), identify who are the data processors, and make sure that all your data is 

lawfully held. Undertake a data flow audit, check whether there are any gaps, and make 

sure all your privacy notices and processes are robust and legal. Make sure you have 

a record of your processing activity. Introduce Cyber Essentials and the ten steps to 

Cyber Security or become ISO 27001 certified.  

So, who’d be a Data Controller? Sounds like a full time job for a specialist. But, it is 

incumbent on every single business to have someone who can take this role, so it may 

be you.  
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Who are Data Processors and what do they 
do? 
 
These are people who process personal 

data.  That’s people like you and me. In 

the new GDPR we can be held personally 

accountable for data breaches. This is 

new and needs to be addressed by 

business owners. Data Processors will 

need to understand what data is and to 

be trained to keep data private. We all 

think we know this, but have you ever left 

a piece of paper containing personal 

data on the photocopier? Have you 

created spreadsheet from a system 

export to manipulate data, including 

personal data? It happens, everyone 

does it, but now these spreadsheets that 

are not normally under the control of a 

system (i.e. not encrypted for example), 

could very easily lead to a data breach. 

There are many examples: the laptop, smartphone or set of 

documents left on a train, in a car etc., which used to be an 

embarrassment to be dealt with by your boss and IT. This will now 

have to be reported to the Data Controller without delay and with no 

exceptions. 72 hours. That means that you can no longer sweep 

such breaches under the carpet and the potential fine could put your 

company out of business. Remember, its €10 million, or 4% of your 

turnover, whichever is greater, so your choice.   
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What should you do now? 

 
So is there a right time to consider GDPR in your organisation? Yes 

- probably about a year ago now! However, if you’re only now starting 

to think that maybe you should be looking into this, consider the 

following triggers as times to implement GDPR controls: 

• Transformation project: what better time to build data 

security in than during a service transformation? Ensure the 

parameters of GDPR are understood when going through 

design and well into delivery to ensure accurate adhereance 

• Training: when formulating training budgets and core 

knowledge for your company, ensure coverage for GDPR 

training at a practical level for new and existing staff 

• Audits: got to know where you are to know how to get where 

you need to be, right? Take the opportunity to take a close 

look at what you’ve got and use this information to focus your 

compliance effort 

• Security reviews 

• Renegotiating insurance 

• Agenda for next board meeting: Buy-in starts at the top, and 

this warrents senior drive and enthusiasm to ensure its part 

of the what any company does. Remember: €10million or 4% 

revenue fine. If it’s not already on the board room agenda, it 

needs to be 
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GDPR is a Board level responsibility, but it is not only a systems 

issue, it is a people issue. To use one example, (ISC)² is currently 

implementing GDPR across its own organisation in preparation for 

the May 2018 deadline. Its managing director for EMEA, Adrian 

Davis, has the following tips to share: 

 
“Getting buy-in from senior managers and business functions 
is vital as GDPR affects every part of an organisation. 
 
Don’t view GDPR as a technology issue; making your people 
and processes GDPR-intelligent is just as important as the bits 
and bytes.” 

 
No matter how prepared you are in terms of systems and 

understanding your responsibilities for GDPR compliance, have you 

considered your people? Who is identifying what personal data you 

hold, where is it, how is it stored and handled and by whom? Are you 

implementing a clear desk policy? Do your people understand that 

they are Data Processors and who is the Data Controller, does the 

person even know that they are a Data Controller? GDPR raises a lot 

of questions of your people, and no shiny new “GDPR Compliance 

System” will answer them for you or automatically tick every 

compliance box. To meet your obligations under the GDPR you must 

look deep into your organisational structure and working practices. 

Don’t just rely solely on a piece of software or some consultants. 

Speak to your people, both internal and external. It’s all about them 

after all. 
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About Brightman 
 
At Brightman, we help organisations manage the most difficult part 
of any transformation; the	people. Many organisations invest in 
technology to change capability, but unless people understand and 
agree to work differently, nothing will change. 
 
Wherever you are on your GPDR implementation, Brightman can 
help. 
 
Contact Brightman. 
 
 
 

  
Website www.brightman.uk.com 

Email enquiries@brightman.uk.com 
Tel 0117 287 2134 

Twitter @brightmanuk 
 
 
 

 


